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¥ Monitoring in the 20100s in the service world
¥ Monitoring as a design issue

¥ What to monitor

¥ What are monitoring data for?

¥ Challenges and future research work
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Monitoring in the 20100s
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Adaptive Service-based Information Systems
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Improve the energy efficiency in data centers and clouds and

decrease CO, emissions

Applications Infrastructure
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European projects: GAMES, ECO,Clouds
http://eco2clouds.eu

Barbara Pernici POLITECNICO MILANO 1863

The Need for QoS Information in the Service-Oriented
Architecture (SOA)

Many WS with similar  functionaly
. 1. Publish .
Serv.lce It differentiates Serylce
Provider from competitors Registry
(Supplier, > (Broker,
Server) Directory)
It iS;JEeIQ?or Ciﬁ;\afneer 2. FII’?d
management It determines
gen (Requester, the best match
(monitoring Client)
and control)
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Management

Need (Analyse) [—| Operation& | Engineering

S-Cube Life-Cycle Model @s-c UBE
Identify
P Requirements

/ / (incl. Monitoring)

Identify
Adaptation Adaptation Evolution
Strategy (Plan)
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Deployment &
Enact Adaptation | _{  Provisioning Realization
(Execute) |
| © S-Cube D7

Monitoring

Needs a systematic approach

To be inserted in the life-cycle
b in the design phase

Main issues:
1. What
2. Usage
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Monitoring

Needs a systematic approach

To be inserted in the life-cycle
b in the design phase

Main issues:
1.! What
2. Usage
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WHAT TO MONITOR
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Quality parameters/attributes/dimensions

Barbara Pernici

Meta-model for SQM

Usually are application dependent

In some case could be only observable

In some other case could be also controllable
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Monitoring characteristics / meta-data

- Sampling frequency

- Where it is controlled
- Close to the data

- Quality of monitored data
- Timeliness
- Accuracy
- Completeness

- Availability
- L
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An example for controlling quality

Application
Light
Light Actuator
Control Logic

Service O
ght sensing service O

Back-up plan
Default plan <=~

Room Presence

Sunlight
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Issues

Faults are not only concerning availability

- Data quality (accuracy)
- Occasional errors, intermittent faults
- Systematic errors

- stuck-at faults, multiplicative faults, drift faults

- Timeliness
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Summary on WHAT

Definition of monitored variables

Measuring values
- How often
- Where
- Provider

Selection of sources

Design of quality evaluation for monitored data
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Monitoring

Needs a systematic approach

To be inserted in the life-cycle
b in the design phase

Main issues:
1. What
2.! Usage
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USAGE OF MONITORED DATA
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Assessment and settlement

Condition Evaluator

Qualifying Condition
Assessment

The ability to dePne the party responsible of SLO
evaluation

Obliged

The ability to dePne conditions that must hold in order to
assess an SLO

Assessment Schedule

The ability to express the party in charge of delivering
what is promised in an SLO

The ability to express the assessment frequency of an SLO
Validity Period The ability to express the time period in which the SLO is
guaranteed
Recovery Actions The ability to express corrective actions to be carried out
when an SLO is violated
Penalties The ability to express penalties incurred when one party
Settlement violates its promises
Rewards The ability to express rewards incurred when one party
overwhelms its promise
Settlement Actions

Barbara Pernici

Usage issues

Identifying events

Condition evaluation

Resources and cost

Barbara Pernici

The ability to express actions concerning the bnal SLA
outcome
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Usage issues

- ldentifying events

- Condition evaluation

- Resources and cost
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Identifying events
Assessment B thresholds

Thresholds

QoS

Accepted quality
threshold
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Definition of thresholds

Thresholds
Set of thresholds +minAlarm
* . .
Goareen LdYe||OW/ Bded o < o 1. +minWarning
& 3 ‘{3 % @ (3 +maxWarning
. S = 18 > > = +maxAlarm
g g E & 7 2= §

Indicator no_rmalization _ _
Normalization function that allows soft constraints

Indicator aggregation
Composition of monitored data

o g n h d Frt]erreira et. alc
Green performance indicators aggregation through composed weighting system
ICTgGLC? 2012
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Identifying events
Assessment P trends
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Assessment

Events and action feedback analysis B identification of new events

.102

n 0 1
rHS%S o o 28H(9K+LO+48:(2-\GD2-K(
e “ o 2IH([:,8D:, (+K+L0+48:(
2EH(9K+L0+48:(58*L3-0-K(
30#45.302 2%H(9K+L0+48:(6433(2-\GD2
07 2;H(=]-54B-(+K+L0+48:(
o

Figure

|
l ' *#:010/: AZS$ | !

f 010/~ 1
EEUSEIEHEE T * 010/ AZ V- A | Z-22-D2+<(@-2:D5D<(!$§@%?!0/' AZ v

Usage issues

- ldentifying events

- Condition evaluation

- Resources and cost
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Evaluating conditions

Define goals

Some issues
- multiattribute
- user preferences, multiple stakeholders
- context-dependent

Learn from past experience

Heuristics
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Learning goal to goal relations

GOAL to GOAL relations are represented through a Bayesian Network. It
describes influences existing between the indicators states.

P@G,| G)
P@G,| G)
P(G,|G,)
P(G, | ...)

a P@G,|..)
Bayesian Network
i Learning Module

Indicators Value
Sampling

Three steps learning process:

e Structure learning (using correlations)

¢ Directionality learning (using MMHC algorithm)

e Parameters learning (using Maximum a Priori Estimation)
ADOH3M+37<(1$&%0(
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Selecting actions

- Self-optimization
Criteria

- Stability

- Flexibility

- Elasticity

Focus
- Dependencies between actions
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Learning Action to Goal Relations ()

A

ECO,Clouds

ACTION to GOAL relations are represented through positive and
negative links (positive = action increasing the indicator value).

Adaptive Action Selection
CONTEXT Action

indicators state) Application

Action
Selection

Credit
Assignment

Two steps process:

* Exploration: learning the action — goal connections

. ) . ADOA3M+37<(1$&%
* Exploitation: selecting the best action given a context
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Cost of monitoring

Providers

What is monitored

What is monitorable

New probes

Ability to set up alarms
Aggregation functionalities
Available storage

Costs

may depend on sampling rate
On demand new dimensions
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Dimensions can be many !

E.g. Cloudera
106 categories of metrics
Sampling rate for all metrics one minute

Aggregation functions applied
Storage is limited
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Summary on USAGE

Monitoring design issues
- Assessment
- Definition of
- Events
- Goals
- Evaluation infrastructure
- Auvailable resources (for storing monitored data for further
analysis)
- Cost of monitoring
- Actual cost

- Indirect costs (additional load on the system)
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Lessons learnt and future research work
About WHAT

1. Which monitored data?
- Different sources
- Different granularities
- Different quality of data

I Creating new sources

I Combining existing sources
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Lessons learnt and future research work
About WHAT

1. (bis) Impact of context

- Unrelated sources

How to find the right sources of data?
- Retrieval

- Metadata
- Value driven
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Lessons learnt and future research work
About WHAT

1. (ter) Understanding monitored variables
I Selection of variables

! Relationships between variables

Barbara Pernici POLITECNICO MILANO 1863 E(

&T(



Lessons learnt and future research work

About USAGE

2. Need to coordinate monitoring activities

- Variability in monitoring needs may be variable
- Monitoring activities: to be selected
- Monitoring can have phases

- Not always necessary (e.g. setting up vs running
system)

I design a monitoring process, not only a monitoring
system
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Lessons learnt and future research work
About USAGE

3. Monitoring requirements

a) Specification

- Definition of monitoring requirements for different goals

- Requirements related to different types of events and risks
- Selecting variables, sampling rates, granularity, sources, !
- Specify accuracy, completeness, timeliness, ...

b) Control
¥ Policies
¥ Assessment
¥  Satisfying requirements given constraints
b rules

Barbara Pernici POLITECNICO MILANO 1863 =
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Current state and needed research

WHAT
1. Which monitored data?
- mature research sector
- selection of monitoring variables is becoming the main issue

USAGE

2. Monitoring processes: Need to coordinate monitoring activities
Monitoring as a process needs investigation
Design criteria for monitoring are needed

3. Specification of monitoring requirements

monitoring requirements need research on informal/semi-formal/formal
models and methods
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QUESTIONS?
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Two monitoring examples

- Cloud monitoring and energy efficiency / environmental impact

- Business processes and data quality
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Cloud monitoring ECOQC|OUdS

Energy efficiency (IT)

Environmental impact
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Getting Green Clouds Done
App Lifecycle

1
Cloud Deployment
Request

& Collecton of
Eco-Metrics

App Li}ecycle

ECO-Aware onitori
£  Scheduling Adaptatio
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ECO, Clouds

Application 1 Application 2

Application
layer

Virtualization
layer
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ECO Clouds
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Monitoring or modeling?
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. cations T
Consumption models for applications ' ECOQC|OUdS

Energy per request [Wh/r]

0 01 02 03 04 05 05
Arrival rate (A)

Request response time [s]

Figure 20: Energy per job
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Figure 21: Response time per job
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Monitoring business processes

Monitored data
D Mining processes
b Process events
b KPIs, some examples
¥ Time
b Starting, ending time, time of events
¥ GPI (environmental impact)

¥ Process specific
b Achievement of goals
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Monitoring business processes

Poor quality negatively affects the efficiency and
effectiveness of business processes

Inaccurate data
Incomplete data
Qut-of-date data

ux

} Process delays

Bﬂif%z}SWWm

Stakeholders
dissatisfaction
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Quality-aware redesign of the business process

Insert Data Quality blocks inside the process to improve its data
quality level.
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Where to monitor? Local checks
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Wher to monitor? Preliminary checks
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Design of the Data Quality Blocks

We defined four types of Data Quality blocks:
¥Accuracy Data Quality blocks: they reveal the correctness of the
data values used in the process. We defined accuracy quality
blocks for both textual and numeric data types

YCompleteness Data Quality blocks: they search for the OnullO
values inside the data sources that are used by the tasks of the
analyzed process.

¥Consistency Data Quality blocks: check the consistency among
values (e.qg., cities and postal codes)

¥Timeliness Data Quality blocks: check the validity of data in
terms of their age and updateness
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Local check
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Preliminary Check

Preliminary check 0+V-6(D:08(+558G:0(01-(D*L+50(8J(\G+3D0/(.385V6(8:(
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Where to monitor? Parallel Check
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